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Overview
Primary Goal - Develop and implement a scalable One-ORNL system-of-systems (SoS) ecosystem to enable smart, “self-
driving” experiments and processes that accelerate the pace of scientific discovery
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Lab of the Future (2040+)

1) Human-AI-Machine Interface

6) Seamless and Secure Infrastructure for Multi-Domain Science

4) Big data analysis and management
Augment human capabilities to accelerate 
the pace of scientific discovery

• Offload repetitive tasks
• Enable multi-domain collaboration
• Simplify access to lab resources
• Evolve resources over time
• Enable new science

3) Autonomous Science
Chemistry

Simulations

Manufacturing

Electric Grid

2) Software interprets user input, suggests 
solutions, and manages experiments

5) Present and/or 
feedback results
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Initiative Structure
Two Primary Goals
• Establish diverse interconnected self-driven processes, experiments or laboratories
• Develop common system-of-systems architectures and software to enable 

interconnected smart labs of the future

AutoflowS

Science Domain Projects
Autonomous 

Chemistry 
Lab

Automated 
Microscopy

Quantum
Accelerator

Advanced
Manufacturing

Electric
Grid
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Open Federated Architecture

Software Development Framework

Integration
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Science Applications

18

Autonomous Chemistry Laboratory

Development of an Autonomous Chemistry Laboratory (ACL) integrate 
robotics in chemical synthesis for AI-driven prediction, discovery and 
characterization of new materials.
Importance/Impact
• Accelerated discoveries of new materials with ACL, for example 

advanced noble metal free  catalysts for fixation of CO2: 
(1) carbon-based catalysts (wet chemistry synthesis)
(2) high entropy oxide catalysts (solid state chemistry synthesis)

• Establish AI-driven materials development at ORNL
• Collect vast body of materials data in extensive databases 

forming the basis for accurate predictions and future discoveries

Roch
et al., Sci. Robot. 3, eaat5559 (2018)
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Ecosystem Development

Data/Message Bus

HPC Edge Compute Microscope 3D Printer

Data Storage Satellite Robot
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PartnershipsOutcomes and Partnerships
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Smart Labs of the Future (2040+)

Human-Machine Interfaces 
provide data vis, instrument 
status and command/control

Broad Science Applications

Data analysis, simulations, modeling 
using edge computing and high-

performance computing

Synthesis

Multi-Modal 
Characterization

Manufacturing

Complex real-world 
systems

Autonomous 
Feedback

Results

Data Output

Software interprets input and 
manages experiments, 

processes, and labs
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• Lack of coordination across smart lab projects
– Common solutions are reinvented

• Data and messaging infrastructure
• Software functionality
• Hardware solutions and integration efforts

– Interoperability becomes complex, or impossible as 
the number of solutions increase

– Solutions do not scale beyond a single domain 
and/or application

– Cyber security is an afterthought or ignored

Challenge for Interconnected Labs

Common ecosystem is required for interconnected smart labs of the future
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Smart Labs of the Future (2040+)

Human-Machine Interfaces 
provide data vis, instrument 
status and command/control

Broad Science 
Applications

Data analysis, simulations, modeling 
using edge computing and high-

performance computing

Synthesis

Multi-Modal 
Characterization

Manufacturing

Complex real-world 
systems

Autonomous 
Feedback

Results

Data Output

Software interprets input 
and manages experiments, 

processes, and labs
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AutoflowS

Domain Science Projects

Autonomous 
Chemistry Lab

Autonomous 
Microscopy

Additive 
Manufacturing

Electric 
Grid

Quantum 
Accelerator
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INTERSECT Architecture

INTERSECT Software Development Framework

INTERSECT Integration

Started Oct. 2021 Start April 2022

INTERSECT Initiative Programmatic Structure
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Domain Science Projects (Started Oct.  2022)

Autonomous Continuous Flow Reactor Synthesis 
(AutoFlowS)

Autonomous Chemistry Lab, ACL
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Autonomous Microscopy

Develop automated, ultimately
autonomous continuous flow
chemistry system combining 
in-situ/operando characterization
capabilities (e.g. UV/Vis, IR, NMR)
with AI-enabled analysis/feedback 

Establish an autonomous robotic
chemistry lab that operates 24/7

Establish data streaming, 
on-the-fly data analysis and
simulation for AI-enabled 
feedback for microscopes 

at CNMS

M. Ziatdinov, CNMS
S. Kalinin, CNMS

S. Dai, CSD
R. Advincula, CNMS
B. Sumpter, CNMS
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Domain Science Projects (Starting April 2022)

Ion Trap Quantum Computing Resource:
Optimization and Access

Enabling adaptively controlled additive
manufacturing through automation

Develop autonomous optimization of  
ORNL’s trapped ion quantum resource 
and provide user access through
INTERSECT

Establish scalable 
platform for 
emulation of
large scale energy 
system and 
power grids

Autonomous additive 
manufacturing (AM)
enabled by combining 
AM build system, 
in-situ characterization, 
and on-the-fly 
simulations.

Automation for Grid 
Interconnected Laboratory Emulation

S. DeWitt, CSED

S. Debnath, 
ESTD

C. Seck, CSED
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SoS and Microservice Architecture
• System-of-Systems (SoS) is a node agnostic solution in which component systems combine to provide more 

functionality than the individual pieces
• Define architecture elements for a system
• Cyber security can monitor internal/external system traffic

System of Systems

System B

External interface 
enable extensions 
beyond ORNL

Well defined intersystem 
interfaces enable rapid 
integration and digital 
twin simulations

Independent 
systems enable 
systematic SoS
growth

Intra-system architecture 
elements support SoS
development flexibility

System C

Subsystem

System A

Software Services

Subsystem Storage

Subsystem

Gateway

Resource 
Mgr

Data 
Analysis

Cyber 
Monitor

Policy Mgr

System Service Bus (SSB)

Gateway

Cyber 
Monitor

Cyber 
Monitor

System

Fed Ser Bus

Message 
Abstraction 

Layer 

Data Transfers
(e.g., Globus, 

FTP)

Federated/System Service Bus

Software 
Service

Cyber 
Authentication

Cyber 
Authentication

Software Services

Subsystem Storage

Subsystem

Gateway

Resource 
Mgr

Data 
Analysis

Cyber 
Monitor

Policy Mgr

System Service Bus (SSB)

Gateway

Cyber 
Monitor

Cyber 
Monitor

Software Services

Subsystem Storage

Subsystem

Gateway

Resource 
Mgr

Data 
Analysis

Cyber 
Monitor

Policy Mgr

System Service Bus (SSB)

Gateway

Cyber 
Monitor

Cyber 
Monitor

Federated Service Bus (FSB)

System A System B

System-of-Systems
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INTERSECT Crosscutting Projects

Interconnected 
Smart Labs

Use Case
Design Patterns

Microservice 
Architecture

Science 
Use Cases

System-of-Systems 
Architecture

Crosscutting Projects Build and Integrate the Common Solutions Required for an 
Integrated Multi-Domain Science Ecosystem 

Visualization
Tools

DevSecOps

Software
Development Kit

Software 
Development

Software 
Integration

Virtualization
Tools

Physical 
Networking

Systems
Integration
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5 Business Sensitive-Do Not Distribute

Vignette 1: System Information

Step 5: Users view status 
of the various systems 

Step 1: Send system status information
Step 2: Send Subsystem status information
Step 3: Send Capability status information
Step 4: Send control status information

System B System C System •••

User Views System Status, Control Structure, Subsystems (if any), and Capabilities

System A

(Operational View)

Business Sensitive-Do Not Distribute

Vignette 1 – System, Subsystem, and Capability Control Structure 
(User View)
• Users needs to know the status of system, Subsystem and capabilities.

• Subsystem may include Compute, Sensor, Camera, …
• Capabilities may include ComputeQueueCapability, DFT_Capability, ActiveOptical_Capability (create an optical image using 

active energy), PassiveOptical_Capability (create an optical image only taking in external energy such as IR)

• A hierarchy provides logical connections between the parts of a system.
• The below hierarchy should fit all use cases, but we need to map this to real use cases to ensure this is true.
• Connecting capabilities to a specific resource enables grouping of capabilities. This flexibility will be useful in future use cases.

Subsystem 1 Subsystem 2 Subsystem n

Capability 1 Capability 2 Capability 3 Capability 4

System B

Business Sensitive-Do Not Distribute

System BSystem BSystem B

Vignette 1 – Send Status, Subsystem, Capability and Control information 
(SoS View)

System A System B

Send System, Subsystem, and Capability Status

Send System, Subsystem, and Capability Status

Send Control Status Information

Send Control Status Information

Build 
Control 

Trees

Build 
Control 
Trees

Build 
Control 
Trees

Business Sensitive-Do Not Distribute

Vignette 1 – System Status, Service Status,  and Control Status 
(MicroSvc View)

SystemStatus( System_A, UUID_A, Active ) 

ControlStatus( Controller(UUID_A) )

Send Control Status InformationBuild 
Control 

Trees

System Status 
Adapter

System A

System Status 
Adapter

System B

MicSvc XYZ

SystemStatus( System B, UUID_B, Active ) 

Build 
Control 
Trees

HMI Subsystem 
Status Adapter

SubsystemStatus( Resource_RA, UUID_RA, Active ) 

XYZ_Capability( Capability_XYZ, UUID_CB) 

XYZ_ CapabilityStatus( UUID_CB, READY ) 

XYZ_CapabilityActivity( UUID_CB, IN_USE ) 

ServiceStatus( Service_x, UUID_x, Normal ) NOTE: All software sends svc status

Develop Architecture Viewpoints

Business Sensitive-Do Not Distribute

Vignette 1 – SubsystemStatus
(Standards View)

SubsystemStatus

MessageHeader

MessageState

MessageContent

SubsystemID

SubsystemState

Example (UUID)

Enumeration (OFF, STANDBY, OPERATE, DEGRADED)

SubsystemStateDescription Human readable supplemental description

SubsystemSettings Enumeration (LIVE, SIMULATION, TEST, DATA_RECORDING)

About Model Info (model num, serial numb, software version)

CapabilityIDList List of commandable capabilities associated with this 
Resource

SoftwareServiceIDList List of software services associated with this subsystem

Business Sensitive-Do Not Distribute

Date Topic

9-Mar-22 System-of-Systems and Capability Control Structures

16-Mar-22 Compute Capability

23-Mar-22 SNS/INTERSECT Cross-Initiative Demonstration (est. 2023)

30-Mar-22 Storage Capability

Vignette Schedule

Topic

SoS and Resource Control Structures

Command and Task a Resource

Compute Capability

SNS/INTERSECT Cross-Initiative Demonstration

Data Management

Authentication and/or Authorization Policies

Approval Policy and Process

Experiment Planning and Management
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AI/INTERSECT Integration
• AI Initiative is developing AI libraries for ORNL

– Surrogates and design (e.g., ML for multiscale materials and AI-based 
materials design/co-design)

– Imaging (e.g., physics-informed ML and Bayesian methods)
– Engineering and Science (e.g., digital twins, anomaly detection, and edge 

control systems)
– Assurance (e.g., Verification/Validation and Causal Analysis)

• INTERSECT provides a technology transition pathway 
for AI/ML algorithms
– AI/ML libraries are wrapped within an INTERESCT software service

• AI/ML adds the ”smart” into ORNL Smart Labs
– Experiment Planning/Steering

– System and/or SoS Contingency Management
– AI/ML Control Systems (e.g., Instrument and sensor controls)
– Cyber Monitoring

– Data Analysis

Software Service

Information 
received and 

Oriented
AI Library Decides Action Messages 

Sent

Observe comes from 
instrument/sensor

Abstraction 
Layer

System or Federated Service Bus
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Potential Partnerships

• INTERSECT initiative started October/November 2021

o Draft SoS architecture is complete

o Demonstrated command and control plan messaging

o Building initial orchestration microservices

o Autoflows reactor installed at ORNL and initial test 
reactions complete

o Building electron microscopy automation and 
integrating AI solutions

33

Partnerships
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Questions?

Human-Machine Interfaces 
provide data vis, instrument 
status and command/control

Broad Science Applications

Data analysis, simulations, modeling 
using edge computing and high-

performance computing

Synthesis

Multi-Modal 
Characterization

Manufacturing

Complex real-world 
systems

Autonomous 
Feedback

Results

Data Output

Software interprets input and 
manages experiments, 

processes, and labs


